7 - Creating Rules and Installing the Security Policy

Objectives

« Create a Policy Package Approximate time for completing each section

e Add Rules to a Security Policy Section 1 Dealing with Policy Packages 10 minutes
Understand h les int t with h oth
* nderstand how ruies inferact with each ofher Section 2 Rule Basics 30 minutes
e Know how to install security policies
e Understand how to check the policy currently installed on a Sectlon 3 Adding Rules 30 minutes
firewall . . .
Section 4 Policy installs 10 minutes
e Understand the difference between Implicit and Explicit rules
e Understand the risk of using implied rules for allowing DNS Section 5 Explicit and Implicit Rules 15 minutes
e Understand how to break and reset SIC trust between a Section 6 Saved Versus the Installed Policy 15 minutes
SmartCenter and Firewall
Total time 1 Hr 50 Min

e Understand that Security Policies can be pulled from the
SmartCenter as well as being pushed to a firewall

e Be aware of the services Check Point products use

Prerequisites
e Complete Module 6

e  Virtual machines MgmtSite1 & fwsite1 must be running
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