6 - Creating Network Objects

Objectives

e Understand the type of objects that can be used in a Security

Policy
Section 1
e Create the Firewall object and change some parameters
e Establish trust between the SmartCenter and Firewall Section 2
e Understand how to set Anti-spoofing Section 3

e Know how to set the maximum concurrent connections through
the Firewall

e Know how to break and reset Secure Internal communications
(SIC) between a SmartCenter and Firewall

e Create the basic objects required for the classroom environment

Prerequisites
e Complete Module 5

e Virtual machines MgmtSite1 & fwsite1 must be running

Approximate time for completing each section

Object Types
Creating the Firewall Object
Creating General Network Objects

Total time

15 minutes

15 minutes

25 minutes

55 Min



3.1.1 Create the Internal NetWOrK ................cccoveeeeeeeeeeeeeeeeeeeeeeeeeee .

Contents 3.1.2 Network Object — Broadcast AQGress..............ocowereeeeeereereeeereeseereereens
3.1.3 Create the DMZ NEIWOIK.........cccooouiiciieiiiiiei e
1 Object Types 3 3.1.4 Create the External NEtWOIK.............cccccoueieeoiieieiiieseese e
(B O o] =Yoo= SRR 3 3.1.5 Create the Remote Site Network ....
1.1.1  Creating ObBJECES.........oooeeeeee et 3 3.2 Creating Node Type ODBJECES .........cccooeiiieiieiieseeeeese e
1.1.2  Object TYPE = SEIVICES .......oeeeeseeeeeee et 4 3.2.1 Create the Internal Web Server HOSt .............cccccocciiiiiicciciceee
1.1.3  Object TYPE — RESOUICES.......ccceeeeesieee et 4 3.2.2 Create the DMZ SMTP Server HOSt ...........ccoovoeeeieveeiieseeseseesee
1.1.4 Object Type — Servers & OPSEC applications..............cccccurvesceecnnnns 4 3.2.3 Create the DMZ Web/FTP Server HOSt ...........ccccovevceecieieiieeeee
1.1.5 Object Type — Users and Administrators ... 3.2.4 Create the Class Room Web Server Host
1.1.6 Object Type — VPN COMMUNILIES .........eoeveeeeeeieeesieeeiieesieesieeaiieaans 3.3 Creating External FTP servers for fip.Ap.COM............cccocevoivceioiiiiiieece
1.1.7 Network Objects — CheCk POiNt ............cccccoueeeueeeiieesieeesieesieesieeaans 5 3.3.1  USING NSIOOKUP ...t
1.1.8 Network ObJects - NOQE ............ccccoveeeeeceeeiieeeiee e eee s 5 3.3.2 Creating the FTP Servers — Cloning Objects...........ccccocuveeecverceencncnnne.
1.1.9  Network ObJects — NEIWOIK.............cceeeeeeeeiiieseeesiee e e see s 5 3.3.3 Creating @ Group ODBjECT .........c.ccceeieiriiiiieieeeeeeeeeee e
1.1.10 Network Objects — Groups...... 3.3.4 Create the Classroom Router — Gateway Object
1.1.11 Network Objects - Dynamic 3.4 Summary of Objects Created .............ccoouuemeiiieoieiieeeieeeeeee e
1.1.12 Network ObJeCt — OtREIS .........ccceeeeeeeeeeeeeeee e see s 6
1.1.13 Network Object — VOIP DOMQINS..........ccccevveeesieesiieesiieesieesieesieeaans 6
2 Creating the Firewall Object 8
2.1 Check Point Gateway Object.............cc.ccuunn....
2.1.1 Create a New Check Point Gateway
2.1.2 Set the Hostname and IP address 172.21. 1.7 ..c.cccoiveroeiiiiieeeee 8
2.1.3 Select Check Point ProQUCTS............cccccuieiviieiisieseeie e 9

2.1.4 Set Secure Internal Communications
2.1.5 Setting the Topology — Get Interfaces

2.1.6 Setting Topology — Get Interfaces with Topology (Anti-spoofing) ........ 10
2.1.7 Making Topology CRANGES...........ccceesueeeeieeesieeeeeeseeesieeseeesiee s 11
2.1.8 Setting SmartDefense Profile...............cccewceeeseeeesieeeseeesieeeeeesieeanns 12
2.1.9 Setting Supported Gateway Authentication Schemes.............c..c........ 13
2.1.10 Setting Logs And Masters
2.1.11 Capacity OPtMIZAtION ............cccceeeeeieesiieeeieeeee e
2.2 Breaking and ReSettiNg SIC ...........oooeeeeeeeeie e
2.2.1 Reset SIC on the FireWall............c.cccccocimoinoieieeiieseeeieseeeseeee
2.2.2 Test Trust for the Firewall Object in the SmartCenter .......................... 16
2.2.3 Reset SIC in the Firewall ObjJeCt ............ccccceeeveeeeeee e 16
3 Creating General Network Objects 18

3.1 Creating the Network Type ODJECES..........ccevcueeeeeeseeeea e 18



