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13 - Using User Authentication 
 
 
 

Objectives 

• Know the Services that can be used with User Authentication 

• Know the daemons associated with User Authentication 

• Complete User Authentication using telnet 

• Complete User Authentication using FTP 

• Complete User authentication using HTTP 

• Understand the problem with User Auth & Accept rule clashes 

• Use ‘tcpdump’ to sniff Usernames/Passwords 

Prerequisites 

• Complete Module 12 

• Virtual machines MgmtSite1, fwsite1 & classrouter must be 
running 

  

  

  

 

 
 
 
 
 
 

 

Approximate time for completing each section 

Section 1 User Authentication 35 minutes 

Section 2 Using Authentication from internal Networks – Rule 
clashes 30 minutes 

Section 3 User Login Details - tcpdump 15 minutes 

 Total time 1 Hr 20 Min 
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