11 - Working with the Security Policy

Objectives

Know how to use Revision Control

Use the features of the SmartDashboard to Disable, hide and
search for objects in the rulebase

Understand pre-defined services and the timeouts associated
with them

Understand how to create new services (ports) and the risks
associated with them

Understand how to abuse and tunnel services over standard
ports

Adjust the security policy to increase the security checking of the
policy

Understand that even a simple addition to the security policy rules
can require careful risk analysis

Prerequisites

Complete Module 10

Virtual machines MgmtSite1, fwsite1 & classrouter must be
running

Approximate time for completing each section

Section 1

Section 2

Section 3

Section 4

Section 5

Policy Revision Control

Rule display

Dealing with Services

Adding More Rules

Simple Systems Analysis for Rule Evaluation

Total time

20 minutes

15 minutes

30 minutes

30 minutes

20 minutes

1 Hr 55 Min
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